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Introduction

Over the past decade, electronic communications have shifted in function from an
optional mode of communication to an operational necessity for most organizations.
As a result of this shift, many organizations must now re-examine system
architecture in terms of scalability, redundancy, and reliability. The critical question
for system backup and recovery is no longer “can the data be recovered in the event
of system failure?” but “how many minutes can we afford to be offline in the event
system recovery is necessary?”

Since the mid-1990s NetApp hardware has been recommended for use with
FirstClass at high-concurrency sites. While the initial recommendations for NetApp
related to ease of backup and restoration of data for very large network stores,
additional benefits are realized in areas of scalability, data protection, system
redundancy, disaster recovery, and software testing.

Several trends in recent years have made use of NetApp technology desirable not
only for high-concurrency sites, but also for small and medium organizations. These
trends include:

. Increased demand for larger mailbox limits, driven by the exchange of
multimedia files, expansion of FirstClass into areas of File Storage and Web
Publishing, and growing use of electronic communications as a primary mode
of contact.

. Reduced tolerance for downtime, requiring that in the event of failure,
Recovery Time Objectives (RTO) be met in minutes rather than hours or days.

. Expanded awareness of the need for comprehensive disaster recovery
planning. This trend is particularly important at sites where electronic
communications are the backbone for disseminating information in the event
of a natural disaster or other serious disruption.

- Reductions in storage costs over time, including the introduction of the S-
Family line of NetApp appliances in 2006, have lowered the cost of entry and
provided cost-effective means for smaller organizations to take advantage of
NetApp technologies.

This document provides an overview of the benefits derived from inclusion of NetApp
as part of a FirstClass server architecture.

NetApp Background

NetApp is a world leader in unified storage solutions for today's data-intensive
enterprises. Since its inception in 1992, NetApp has delivered technologies and
products that simplify data management. NetApp storage solutions include
specialized hardware and software providing seamless storage management for open
network environments. Major corporations, education institutions and service
providers, including Citicorp Securities, Lockheed, Merrill Lynch, Oracle, Hillsborough
County Schools, Furman University, Texas Instruments, and Yahoo!, utilize NetApp
global data management solutions.
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Network Appliance fabric-attached storage (FAS) systems simplify data
management, enabling enterprise customers to reduce costs and complexity,
minimize risks, and control change. The breadth of the FAS product line provides
storage solutions for a broad range of needs, from remote office applications to the
largest corporate data center applications requiring hundreds of TB of storage.

Since 1992, FAS appliances have been the flagship of the NetApp line. With a focus
on enterprise data solutions, the FAS systems are the most versatile storage systems
in the industry for storage consolidation, delivering file- and block-level application
data, Fibre Channel and IP network support, CIFS, NFS and HTTP file access
protocols, and support for both SAN and NAS environments. Other features of FAS
and the NetApp DataONTAP file system simplify data provisioning and management
through features such as Snapshot, SnapRestore, FlexClone, SnapMirror, and
SnapVault.

All FAS series devices run the same DataONTAP operating system, allowing seamless
expansion and upgrades from one model to another as an organization’s needs grow.

In recent years, NetApp explored a distinct product family, known as the S-Family or
StoreVault, designed for small to medium organizations. While built with many of
the benefits of the FAS-series devices and utilizing the same underlying DataONTAP
software, the S-Family devices were designed to be more limited in scope and
capacity than the enterprise FAS-family.

As hardware costs have continued to drop over time, entry-level configurations of
FAS-Family devices began to compete with the S-Family. Rather than maintaining
two product families and selling a class of devices with limited upgrade potential, as
of February 2009 NetApp has combined all products under the FAS-family. Entry-
level configurations of FAS devices now begin well below $10,000, allowing
affordable solutions for organizations of all sizes.

The following document focuses exclusively on FAS-family features. Many of these
features are shared with S-Family devices, however, existing customers with S-
Family hardware should consult Aptiris regarding specific differences in capabilities
between the two lines.

FirstClass Architecture and File Storage

All FirstClass data is stored within the FirstClass Network Store (FCNS) on a server
hard drive or disk array. Unlike many mail systems that utilize a traditional database
as the back-end, the FCNS is composed of a large nhumber of small, unique files
within a set file structure. This approach to data storage is central to the fast
performance, high concurrency, and high reliability of FirstClass. This file-based
approach to data storage has implications for system backups, and can generate
significant loads on disk subsystems in high-concurrency settings.

File Organization

Files within the FirstClass Network Store are organized into directories at the file
system level, corresponding to containers that exist within the FirstClass
environment. For example, each user desktop in FirstClass is represented as a
directory on the file system. On a user desktop, there may be a Mailbox, a Contacts
folder and a Calendar. At the file system level, three subdirectories would exist, one
corresponding to each of these three objects.
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Within each OS-level directory is an index file, which lists all the objects that are
visible to a FirstClass user. For example, the index file representing a user desktop
would include a reference to a Mailbox, Contacts and Calendar container, along with
uploaded files, FirstClass documents, user-created folders, bookmarks, or any other
content seen on a user’s desktop. Within the mailbox, another index file would track
the message list and all folders that exist within the mailbox.

The unique FirstClass approach to content storage at the OS level provides several
advantages over traditional database-driven storage mechanisms seen in competing
products. One benefit is that FirstClass very efficiently retrieves only the data
needed by an end-user as they encounter any container within the system. Another
advantage derives from reduced dependency on master index files, which become
inefficient as they become very large. Storage needs are reduced as well, through
the use of a single-file storage architecture made possible by the FCNS indexing
mechanism.

Single-File Storage Architecture

Within the FCNS, any message or file shared among multiple users is stored only
once at the OS level. For example, if a user sends a message with a 5SMB attachment
to 10 people, the message content and attachment are stored once within the FCNS.
The index files for the sender’s mailbox and each of the 10 recipient mailboxes are
updated to include the message in each user’s message list, with all indexes pointing
back to the same physical files on disk.

Storing files once on disk rather than duplicating the files for each recipient provides
a reduction in wasted space and a smaller FCNS than would otherwise be possible.

The single-file storage architecture does, however, have implications for the backup
and restoration of data. The restoration of a single OS-level directory corresponding
to a user mailbox, for example, is not sufficient to restore a mailbox. Because of the
single-file architecture, the mailbox index file is likely to reference messages or files
that are stored on disk within several user mailboxes, not just the mailbox of the
user being restored. Thus, any valid backup of FirstClass must contain a complete
set of files at the OS-level from a single point in time.
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Internal vs. External Storage

Compared to internal storage, some benefits are immediately derived simply by
moving the FirstClass Network Store to an external array of disks.

As recently as a few years ago, it was not uncommon to find sites running FirstClass
servers using a single internal hard drive for data storage. Hard drives are prone to
failure over time, and single-drive configurations provide a common point of failure.
Recovery on such a system requires installation of a replacement drive, installation
of an operating system and then recovery of data from an external tape or other
device back onto the production server, taking a minimum of several hours.

Increasingly, servers include options for hardware RAID support for internal drive
subsystems. RAID-1 (disk mirroring) is commonly used as an inexpensive means for
protecting against a single drive failure. Similarly, RAID-5 is used to “stripe” three or
more disks together, protecting against the failure of one drive in the array while
also providing a gain in I/O performance, wasting less relative space for the
redundant storage, and in some cases allowing addition of more drives over time.

Benefits of External Storage

Even without the advanced features provided by NetApp, simple external disk arrays
by manufacturers such as Dell, HP and Promise can help meet shorter RTOs and
provide hardware redundancy and scalability beyond what may be configured for
internal storage. Specific benefits include:

Hardware Redundancy

In the case of server failure due to motherboard, processor, memory or other similar
problems, the use of external storage allows spare hardware to be immediately
plugged in and brought into service. This capacity is significant when compared to a
server with internal storage, where disks would need to be moved into a new
chassis, or data would need to be restored to standby equipment from the most
recent backup tape.

Some sites choose to specifically procure a standby server that is held in reserve for
failover. Other sites have built additional capacity into existing servers, temporarily
allowing them to shift the core FirstClass application to a server that may be running
Internet Services or serving some other purpose during normal production use. In
either case, the use of external storage allows for more rapid cut-over to the standby
systems than is available with internal storage.
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FProduction Failover

Met App Net App

Scalability

Most external arrays will hold up to 12 or 14 drives in a 2-U or 3-U configuration,
compared to 6 or 8 drives for most servers, or as few as 2 to 3 drives in a 1-U
server. These additional drives allow for larger overall arrays and capacity for a hot
spare. Additionally, with RAID configurations performance increases as the number
of drive spindles increases, therefore a 12-drive array will provide better
performance than a 6-drive array of similar disks.

Some RAID controllers, both internal and external, will allow new drives to be added
to an existing RAID array over time. While helpful in increasing overall capacity, it is
important to note that limitations at the OS-level can make it difficult to incorporate
that new capacity into an existing volume. In most cases with a traditional RAID
array, changing the size of a volume will require that the volume be formatted.
From a FirstClass perspective, this usually means copying the FCNS to a temporary
location, resizing the volume, and then copying the FCNS back onto the resized
volume.

Additional Benefits of NetApp Technologies

In addition to the basic advantages of storing the FCNS on a device that can be
easily attached to more than one host server, NetApp provides additional benefits in
areas of data protection, system expansion, and design flexibility.
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Data Protection

The architecture of NetApp devices goes beyond just a simple drive enclosure with a
RAID controller. Ensuring high availability of data requires additional protections for
the hardware environment, including:

NVRAM: A critical component to data protection and performance in all
NetApp devices is the use of Non-Volatile RAM (NVRAM) during file write
operations. When data is sent to a NetApp to be written, the data is stored
initially in NVRAM, and then flushed to disk.

Because a write to memory is faster than a write to disk, this approach allows
faster response times from the filer. More importantly, because NVRAM is
backed up and consistency points are recorded to ensure the integrity of data,
even powering down the NetApp while in production will not cause data loss.
In the event of an interruption of service, data in NVRAM persists; on starting
up, all protocol requests in NVRAM since the last consistency point are
replayed to ensure all data is written to disk.

Proactive Monitoring: All NetApp devices include proactive monitoring,
allowing hardware problems to be detected and reported before devices fail.

Proactive monitoring includes a “phone home” service that alerts Network
Appliance of any component which is not performing within acceptable
thresholds. In response to such alerts, Network Appliance automatically ships
replacement hardware, usually allowing components to be swapped out
before a failure occurs.

Dual-Head configuration: Additional redundancy and capacity may be
obtained through a dual-head configuration. Each head in an FAS device
contains its own memory, networking, power, CPU and operating system, and
is configured by default to oversee the operation of a set of disks. In a dual-
head configuration, the secondary head can be configured to take over
responsibilities from the first head in the rare event that a failure should
occur.

System Expansion

NetApp provides expansion capabilities that extend beyond the addition of new
drives into an existing array. Features include:

FlexVol: FlexVol is a feature of the NetApp operating system, DataONTAP.
With FlexVol, volumes defined on a RAID array may be resized at any time,
without taking the volume offline or formatting data on the volume. This
capability is critical to the real-world needs of a growing system, allowing
allocation of additional storage in real-time with no disruption of service. This
is distinctly different than the expansion of a disk array, which incorporates
new disks into the overall available storage, but does not allocate that storage
into a volume that may be used by a host machine.

The net effect of FlexVol is that sites may save money over time by
purchasing only the storage that is required now, and expanding that storage
as demand increases. Because the cost for storage continues to drop over
time, sites that might anticipate using 2 TB of storage over the next 4 years
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may start with a 0.5 TB or 1 TB system today, and add more storage two or
three years out when the cost per GB has dropped dramatically.

Capacity: Any NetApp system may be configured with as little as a few
hundred GB initially. FAS-series appliances have maximum capacities ranging
from approximately 36TB on the low end to more than 1.2 PB for the larger
devices

Upgrade Path: All FAS-series devices use interchangeable hardware
components and a single, unified operating system and management
interface. The result is that if a site should reach maximum capacity on a
device, they can easily continue expanding by replacing the head with a
higher-end model. All drive shelves and data would be maintained during the
upgrade, allowing a dramatic increase in capacity with minimal disruption, no
data migration, and no need for additional training.

Design Flexibility

NetApp supports multiple connection and network protocols, allowing integration into
almost any environment.

Network Protocols: NetApp supports both CIFS shares for Windows servers
and NFS shares for OS X and Linux environments, providing OS-native
networking protocols for all FirstClass-supported operating systems.

NAS, SAN, iSCSI: NetApp supports both fiber and Gigabit Ethernet
connections, and may be deployed in both NAS and SAN configurations, with
or without iSCSI. Although typically configured as a dedicated NAS device for
FirstClass implementations, NetApp could simultaneously be used as a SAN to
a different host, and/or provide shares to additional servers if necessary.

Virtualization: NetApp devices are well suited to work with virtualized servers,
or blade-server configurations where multiple host machines may be
interchanged or connect to multiple volumes.

As one example, organizations that use separate host servers for FirstClass
Server, FirstClass Archive Services, and FirstClass Internet Services may
maintain three distinct volumes or shares, one per service. In a virtual or
blade environment, any host machine may connect to any of these shares,
allowing fast, convenient switching of services from one host to another.
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File System Considerations

Internal or direct-attach storage devices, including SCSI- or Fiber-attached storage,
use the file system of the host operating system when writing data. FirstClass
servers read and write large numbers of small files in deeply nested trees, putting
significant demand on the file system. Optimizations in the storage operating
system and file system, therefore, can have a significant impact on the performance
and reliability of a FirstClass environment.

All NetApp devices include DataONTAP, a storage-optimized operating system with
its own native file system, WAFL (Write Anywhere File Layout). Because the
operating system and file system were designed and written explicitly to handle file
storage and retrieval, DataONTAP provides software-level features and performance
benefits unmatched in the industry.

Data Protection

RAID-DP

As drive sizes have increased in recent years, the time required for the rebuild of a
RAID array after drive failure has increased dramatically. With the use of large
drives, busy systems might require several days to move data onto a hot-spare drive
and restore redundancy to a RAID array. For a RAID-5 or other n+1 configuration,
this increased rebuild period represents a vulnerable window when the failure of just
one additional drive will cause loss of the array.

As a result of increased rebuild times the likelihood of having two failed drives
simultaneously is increased, and single-parity RAID configurations are no longer
sufficient to protect data.

RAID-DP stands for RAID Double Parity, and it significantly increases the fault
tolerance from failed disk drives over traditional RAID. When all relevant numbers
are plugged into the standard mean time to data loss (MTTDL) formula for RAID-DP
versus single-parity RAID, RAID-DP is 10,000 times more reliable on the same
underlying disk drives. With this reliability, RAID-DP approaches RAID1 mirroring for
fault tolerance, but at RAID4 pricing. RAID-DP offers organizations the most
compelling total cost of ownership storage option without putting their data at an
increased risk.

Checksums

An additional technology used to prevent data loss or system failure, checksums are
an integral part of the DataONTAP operating system. For every 8 blocks of data
written to disk, a 9™ block is used to store a checksum value. These checksum
values allow DataONTAP to immediately recognize the presence of bad disk sectors
or damaged media, and ensure that no data is lost.
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Rapid RAID Rebuild

In the event that more than three disk faults are found on any drive, DataONTAP
initiates a Rapid RAID Rebuild. The rebuild begins migrating data in the background
from the suspect drive to the hot spare, prior to failure of the drive. The result is the
transfer of data to a known good disk while maintaining the RAID-DP array in a non-
degraded state.

After all data is migrated to the spare, the NetApp will fail the damaged drive,
allowing for replacement. For FAS-series devices, the system self-monitoring
triggers the shipment of a replacement drive automatically.

System Availability

Drive power cycling

In recent years, NetApp has made available SATA drives as a cost-effective
alternative to fiber-channel or SCSI drives. While SATA drives generally perform well
and offer excellent value, these devices were not designed with the demands of
24X7X365 server utilization in mind.

One limitation seen in SATA drives is that these devices can be subject to bus
timeouts. These timeouts are often regarded by RAID controllers as drive failures,
and initiate a RAID rebuild. In the storage industry today, only DataONTAP includes
the ability to power-cycle a drive, allowing recovery from a bus timeout.

System Performance

WAFL, the storage appliance's file system, was specifically designed to work in a
network file server appliance. WAFL and RAID were designed together to avoid the
performance problems that most file systems cause with RAID. Three requirements
drove the decision by NetApp to design a new file system for their storage appliance:

1. The file system should operate efficiently with RAID.

2. The file system should be able to grow dynamically as new disks are added.

3. The file system should not require any time-consuming consistency checks in the
normal course of events.

Disk Integrity Checks

When using a Network Appliance in a FirstClass environment, files are stored using
the WAFL file system, rather than OS-native file systems such as NTFS or HFS+.
WAFL uses an efficient and highly-stable system of inodes to track and reference
files. Even when working with a Windows host computer, therefore, tasks such as
the windows CHKDISK routine are avoided, potentially saving hours of downtime that
could otherwise result from disk integrity checks.

File Seek/Access Times

The combination of inodes for storage of file metadata and the ability to write a file
on any part of a disk have the combined effect of reducing seek and access times for
I/O operations. Particularly in the disk-intensive environment of FirstClass,
reductions in file access times are seen by users as increased responsiveness, and
allow systems to support greater concurrency.
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Data Backup & Recovery

FirstClass Mirroring and Backup Considerations

To ensure there are no changes to the overall file system between the time a backup
begins and ends, backups must be run from a static copy of the FCNS. FirstClass
includes an application-level mirroring function for this purpose, which keeps a live
copy and a mirror copy of the FCNS in sync during regular server operations. During
backup intervals, the mirror copy is paused and in-memory file buffers are flushed to
disk, while the primary FCNS remains dynamic. This approach allows 24X7 uptime,
while guaranteeing a static data set from which backups can be generated.

For most small to medium sites, FirstClass mirroring has been the mechanism of
choice to allow coherent backups with no server downtime. This approach generally
works well, although there are some limitations:

1. As the FCNS grows, FirstClass mirroring becomes less viable. As sites reach
200GB of data, it typically takes 24 hours or more to rebuild a mirror from
scratch.

Similarly, the mirror will require longer intervals in Paused mode, while the
full file set is copied to tape or other backup location. During this interval, all
writes are cached to disk, and the mirror re-synchronizes after the backup is
complete.

For very large sites, the combination of backup time and synchronization time
may preclude daily full backups.

2. Mirroring is expensive, from the perspective that it cuts effective disk space in
half. A site with a 300GB drive array would typically allocate 150GB to a
mirror partition to allow for backups. Thus, for every GB of disk space that a
site wants to use, 2GB of storage must be purchased.

Snapshot

A snapshot is a way to capture a point-in-time picture of a complete file set.
Snapshot capabilities are offered by a number of hardware manufacturers,
sometimes as add-on licenses to a storage system. Snapshots are generally stored
on the same drive array where the original source data resides, and systems can be
rolled-back to a snapshot for data restoration purposes.

When using a device that supports a snapshot, FirstClass systems may be backed up
without the use of FirstClass mirroring. In such a scenario, a Snapshot Hold
command is issued on the FirstClass Server, which holds all file writes for up to 60
seconds and flushes in-memory file buffers to disk. During that 60-second window,
a snapshot is taken. From a FirstClass perspective, any device that requires more
than 60 seconds to complete a snapshot is not viable.

Typical approach to snapshot

Several vendors of medium- to high-end disk arrays offer a snapshot capability,
often as an optional add-on to their core products. Unlike a traditional backup where
files are copied from one location to another, snapshots are performed quickly by
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simply noting all the data that is in place at a specific point in time. Because little or
no data is copied or created when the snapshot is taken, the process is generally
very fast.

For most vendors, creation of a snapshot requires that a snapshot reserve be
defined, as a dedicated location where snapshot data will be copied as changes are
made to the live data set. Thus, as any data referenced by a snapshot are changed
or deleted in the live file system, the original data are moved into the snhapshot
reserve.

This approach is effective in creating fast snapshots. However, each snapshot that is
maintained carries a performance penalty due to the requirement that old data be
read and copied to each snapshot reserve any time a change is made. The result is
that most vendors will limit the number of snapshots a device can hold to one or two
dozen, and will typically recommend as a best practice that no more than 8
snapshots be maintained.

Live File SFSTEIT'I Reserved Snapshut Space
During regular use, data
| A | B |C |D | | | | | | | | | | blocks are written to the live
file system.
A Snapshot Is taken, noting
A B C D location of data on the live file
¥ system

— Before changing any block

_ —
/f""" —a referenced in a snapshot, data
from that block is copled to a
A|B E D C snapshot reserve and the

pointer for that file in the
snapshot Is updated

r

Mew data is written in place o

A|B|C'D C the maoved block an the

producticn file system

NetApp Snapshot

A snapshot on a NetApp FAS or S-Family device begins much like snapshots on other
devices. During regular operation, a set of pointers is maintained that tracks every
block on disk. When a snapshot is executed, the system takes note of all the blocks
at that point in time by freezing that set of pointers.

Where NetApp is unique in its approach to snapshots is how changes are tracked.
After a snapshot is taken, NetApp leaves all data referenced in the snapshot exactly
where it is on disk. As files are changed, NetApp writes new blocks, and updates a
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set of live pointers to reference those blocks. All pointers from the snapshot remain
in place referencing a combination of the older blocks, along with all blocks in the
production data that are unchanged since the time of the snapshot.

Live File System

During regular use, data blocks are

A B C D written to the production file
system. Pointers to the production

data are maintained in real-time.

Live File System

A B C D A Snapshot is taken, creating a
duplicate set of pointers

W referencing all data blocks in
use at a single point in time.

Snapshot

|Liua File System

As blocks are changed or new
/N data Is written, these blocks

. are written to any position on
A B C D C E disk. Snapshots continue to
1 reference old data in its
\'\% original location.
Snapshot

One benefit of this approach is that there is no performance degradation as new
snapshots are added. DataONTAP continues to operate on the live data, reading and
writing files, regardless of how many snapshots are maintained. For this reason,
NetApp allows as many as 255 snapshots to be retained on any volume, and up to
200 volumes may be defined on a single FAS device.

In practical terms, this means a FirstClass site might choose to conduct 4 backups a
day rather than just 1, and keep all these backups for 60 days. Each snhapshot
provides a full backup. If for any reason a site had to roll-back to a previous state,
backups would be available within 6 hours of any target event. Time required to
reinstate the old data and start FirstClass would be only seconds.
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One last benefit seen with NetApp snhapshots is efficient use of storage. Because
snapshots reference all unchanged blocks from the production data set, the effective
space used by a snapshot is equal to the size of changed blocks only. This is similar
in approach to the FirstClass single-file storage architecture; rather than copying or
duplicating blocks of data that are identical between a snapshot and the live data
set, pointers from both data sets reference the same block on disk. Thus, a snapshot
of a 500GB FCNS requires effectively no space at the time it is taken, and might
require only 2GB of space 24 hours after the snapshot was taken.

Data Recovery

Too often organizations look at the issue of data management primarily from the
perspective of backup. The more important consideration is not how data is to be
backed up or where it is stored, but how will it be restored if necessary, and how
much time will it take to restore that data in a usable fashion. Recovery Time
Objectives must be considered up-front, and backup methods should be designed
with RTO in mind.

SnapRestore

Restoration of a snapshot in a NetApp environment requires only reinstatement of
the snapshot pointer set, as all data blocks are already in place. The result is that
restoration of a snapshot takes just seconds, regardless of the amount of data on the
volume.

Use of SnapRestore to recover a snapshot reverts a volume to the point-in-time that
the snapshot was taken. This provides an extremely powerful and fast alternative to
restoration from tape or a copy from a remote volume.

Read-Only File Recovery

While Snapshot and SnapRestore are powerful tools to protect data against
catastrophic failure, there may be situations where old data needs to be retrieved
without reverting the production system to a previous point in time. For this reason,
any snapshot on a NetApp remains available at all times, and may be accessed as a
read-only copy of the data.

Having access to read-only copies of snapshots provides several benefits. Most
significantly, these read-only data sets may be copied to tape or duplicated over the
network to provide a means for off-site storage of backups. Just as Snapshot
eliminates the notion of a backup window when backing up production data, access
to read-only snapshots eliminates concern about backup windows when copying to
tape or remote locations.

In a FirstClass environment, read-only snapshots may also be copied to standby
hardware to allow recovery of content in conferences or mailboxes. Or, single files,
such as an application executable file from before an upgrade, can be accessed and
copied from any read-only snapshot.

Read-Write Access to Snapshots

While copying a read-only data set to standby hardware when testing upgrades or
exporting data from a FirstClass network store is a powerful capability, the time
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required to make that copy can be significant for large data sets. FlexClone is a
licensed option for NetApp devices that overcomes this issue.

With FlexClone, any Snapshot may be instantly designated as a read-write copy.
The resulting volume may be mounted to a host machine, just as the production
volume is seen by the production host. The result is that in a matter of seconds, any
snapshot may be instantly brought online, allowing a FirstClass administrator to log
in and extract data, or allowing the run of a test upgrade, application installation,
etc.

Because FlexClone uses the same block-level pointer system as Snapshots, the
effective space used by a cloned volume is minimal. Rather than requiring 200GB of
free space to replicate a 200GB volume, the cloned volume references most of the
same files as the production volume, only using space on disk to store blocks that
are different between the two environments.

Offsite Storage / Disaster Recovery

While Snapshot and FlexClone technologies provide excellent mechanisms for instant
backup and restoration of data, these tools alone do not provide a complete data
protection landscape. Additional consideration is required to account for events such
as fire or flood, which may damage equipment and data in a single location. Offsite
storage is critical from a data protection standpoint. Full Disaster Recover planning
includes not only offsite storage of data, but consideration of the full hardware
requirement to meet RTO.

Traditional backup to removable media

In a FirstClass environment with traditional storage, a paused FirstClass mirror is
typically backed up directly to tape or other removable media on a daily or weekly
basis. Copying from a paused FirstClass mirror is important to guarantee the internal
consistency of FirstClass data. Writing to tapes, removable USB drives or other
mobile media allows sites to rotate data off-site on a regular basis, protecting
against complete data loss in the event the primary storage for FirstClass is
irreparably damaged.

Some limitations of FirstClass mirroring were noted earlier, regarding the cost
implications of needing both primary and mirror storage, and difficulties in mirroring
as FCNS sizes get large. In addition, when backing up from a mirror it is critical that
timing of backups correspond precisely to the pause & continue schedule for the
mirror. While generally manageable, administrators need to take care to script their
backups to pause and continue mirroring, or run their FirstClass backup during a
specific backup window, which can be complicated when backing up multiple systems
at one time.

Snapshot backup to removable media

When backing up data from a snapshot rather than a paused mirror, the need for a
tight backup window is eliminated. Each snapshot is available at any time as a read-
only copy of data, which is easily copied to tape or disk with the full integrity of a
paused mirror.

At a site that uses a tape library to back up multiple servers, for example, it may be

that several hours of backup jobs must be run each night. In such a circumstance, a
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Snapshot of FirstClass might be taken at midnight while other tape backup jobs are
running. The midnight snapshot might be written to tape at 6 am, after other high-
priority backup jobs are completed for systems that have limited backup windows or
might need to be offline while backups are conducted.

DUMP command

Most backup software and copy commands use a file-based approach when backing
up data. In a FirstClass environment with millions of very small files, the time
required to index a complete directory structure, combined with overhead due to
seeking the start and end of each distinct file on disk during the backup process, can
cause data transfer rates for an FCNS backup that are significantly slower than the
documented throughput for a device.

To overcome these file-based performance limitations, NetApp devices include a
block-level DUMP command native to DataONTAP. By working at a block level, all
data is read sequentially from disk, avoiding overhead due to file counts or file seek
times and dramatically reducing the time to copy or restore data from external
devices.

Disaster Recovery

While backup to tape or other removable media prevents mission-critical data from
being lost in the event primary hardware is permanently damaged, this alone does
not address requirements for recovery of a system. With only a backup on tape, a
return to service will require several potentially time-consuming steps, including:

* Procurement of a tape device of the correct format

* Procurement of a server onto which data can be restored

* Installation of a server operating system

e Installation of tape drivers and backup software to recover data

e Recovery of data from tape to disk

¢ Assignment of IP and/or update of DNS information to allow connectivity

Depending on hardware availability and time to restore from tape, most sites would
be faced with a few days to a week or more of downtime before their FirstClass
environment would be operational. Considering the central role FirstClass plays in
communications infrastructure for most organizations, not having service following
the sort of event that would disable a data center could be a significant liability.

To address this concern, many sites have developed disaster recovery plans,
including the procurement of standby hardware at a remote data center, which can
be quickly brought online in the event of an outage or disaster at the primary data
center. In a traditional tape-backup scenario with standby hardware at a remote
location, the recover process is shortened to:

e Recovery of data from tape to disk
e Assignment of IP and/or update of DNS information to allow connectivity

For most sites, this can reduce the recovery time to a range of 4 hours to 2 days
depending on the quantity of data to be recovered.
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Disaster Recovery and SnapMirror

SnapMirror is an optional feature available for all NetApp FAS devices. SnapMirror
leverages native Snapshot capabilities and data integrity checks of DataONTAP to
replicate data between two NetApp devices connected via a high-speed LAN or WAN
infrastructure. By pushing only data changes and sending block-level data between
devices, the network overhead to maintain two NetApp devices in a synchronized
state is relatively low.

Replication of all data between devices, including snapshots, guarantees that an
organization may go back to the most recent known good backup of their data,
whether on the production NetApp or a mirror copy. In the event a site needs to
switch from their primary to their backup system, the recovery process is reduced
to:

e Issue command to break mirror (if mirror has not been broken already)
e Revert to most recent Snapshot
e Assignment of IP and/or update of DNS information to allow connectivity

Recovery time in an environment with SnapMirror can be as little as 5 minutes.

Storage Optimization

Much as FirstClass maximizes available space by storing a message only one time for
the sender and all recipients of that message, FAS-series NetApp devices provide an
option that applies a single-copy storage architecture at the file system level.

NetApp devices with the A-SIS (Single Image Storage) deduplication option enabled
may recover space from disk by consolidating multiple copies of identical data blocks
into a single block. Because the WAFL file system uses a set of pointers to reference
blocks on disk, the only change required when deduplicating data is to update
pointer locations when identical blocks are found, and remove the replicated data
once there are no references to those blocks.

While some of the efficiency of single-copy storage is provided in the FCNS
architecture, files are often replicated within a network store as one user creates a
forward of a message with an attached file. Similarly, one bulk message may be
delivered from the Internet to hundreds of FirstClass users individually, with the
exact same attachment on each copy of the message. A-SIS data deduplication
allows recovery of the space that would otherwise be used to hold multiple copies of
these identical files.
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